
Desktop Remote Administration Tool (desktoprat.com)

The application must exist in 3 versions:

- Free version (client / server)

- Demon service (client / server)

- Professional edition (client / server / service)

Free Version

The application must exist from one executable and no installer. If you open the application it must contain 2 options to choose from:

- Client

- Server

If you choose client, you will see a window where you must enter 2 things:

ID:

Password:

And a connect button. The ID and password will be generated by the person who need help when they open the same execution and choose for “server” instead of client.

If you choose server, then you will see a random generated ID and a password that you need to give to the person who want to take control over your machine. Also the server must check or uncheck the “auto accept” box. If they choose for auto accept, then the program will not ask you to accept or decline the remote connection. If they choose NOT auto accept, then there should be a message on the person who need help to accept or decline the remote connection.

(This looks more like team viewer application).

Demon Service

The demon version of the application must have an official installation. If the installation has been successful the computer will have a service running and you will see the icon in the system tray minimized in the right corner of the windows machine just like VNC.  When you right click on the system tray icon in the right corner there will be a menu where you can choose:

- close demon

- disconnect client(s)

- about

- connect to client(s)

- options

When you choose close demon, the demon will exit and close.

When you choose discconect clients the clients who are connected will be disconnected.

Connect to clients this should be the same version as the free edition but of course it should start directly in client mode so that you can connect to other servers.

About should show you the software version and website details etc.

Options should exist from the following list:

- Setup ID so that other people can connect with this ID (this ID should be UNIQUE and NOT randomly generated!) the unique ID you will get after buying the software … this ID should be connecting to a online database of the application … only 1 person / pc can use this unique ID to prevent piracy of the software which means if someone give the ID to someone else and the database see the software connect more then 1 time with the same unique ID the unique ID should be BANNED from the database / server! I need for myself (owner of the application) a application to see all registered users and if someone used the ID more then once I want to see a warning in this tool and I can choose to ban them or reactive them. 

- Setup a password (this can be done manually so if someone connect to your machine they must enter the password to enter the machine).

- Choose if everyone can access the software demon if they try to connect to your unique ID if not then they need to specify the IP address or PCNAME or DNS to the trusted zone so that only those people can connect to your demon.

(unique ID can only be used if they bought the software and if the unique key is active in the database, else the people can connect locally on their network if they didn’t bought the software or if they don’t have an active internet connection so they can connect to pcname or local ip address like VNC).

Professional Edition

This edition must contain a server installation pack that will run as a “master” server that can be installed for an example on windows 2003 or windows 2008 machine. (or any other server based system).

The “clients” in the office which use any windows operating system must run a demon service in the background and can be seen in the system tray in the right corner on the screen. However it should have an icon showing the color red which means its offline or not connected. When its green its connected so someone is in the system.

However the “operators” or MCDST people who need to help the employees who run the demon in the background need support by them. Remote administrators have a special application that connects to the “masters” server that have been installed in this example on the windows 2003 or windows 2008 system. So basically we have 3 kinds of software peaces connected to each other:

- Client (employees or workstation running the demon service and can been seen in the system tray)

- Master Server (this is running on the server machine)

- Server (supporters use this tool to connect to the clients or employees)

Client:

The client is running on the workstations and you can see the system tray in the corner when its active and you can see by color if someone have taken control on the machine or not. The clients use the configuration that have been setup in the master server. When someone connect to you to help you or take over control you will get a message to accept or decline the connection. You will get a message in the right bottom of the screen like “Click on esc button to disconnect the support” or something like that. If the person click escape the remote supporter will be disconnected.

Server:

First time when the application opens you must enter your provider name like: “John Doe” this will be saved in the master server and it should not ask you your name anymore when you open the server application in the future. Always when the server makes a connection to the client … the client can always see the operators name and this must really be shown on the screen when they want to make a connection to the client. When the client can choose accept yes or know it must shows who want to take over your pc. It must shows the operators name.

The server application will be used by supporters who give remotely support to the clients. The server makes and uses the connection to the master user to make changes in the master server or to see status that will be loaded from the master server.

The gui and functions of the server:

When you open the server, you will see a window with all the pcnames and next to it the IP addresses of every workstation that runs this application. The offline machines will be shown as a red icon in the list and the online machines will be shown as green icon in the list. If one of the “server” applications aka supporters have connected to one of the workstations that runs the demon service will be shown as a blue icon in the list and next to it it must show the name of the supporter.

When you right click on a green icon (active demons on the workstation) you must have a pop up menu with these options:

- Connect (will connect to the demon service on the work station lets say the client)

- Disconnect (will disconnect an active session so that the pc has no control anymore from any supporter so if an active supporter is on the machine he will be disconnected from the client)

- Color (change the color dept on the chosen client TEMP when you connect which means you can speed up the connection by using different color bits like black and white to make it faster but once your session is closed then the default color will be used that has been setup in the settings of the master server)

- Resolution (you can change the resolution of the client so that you can easy take control) the resolution must have no effect on the clients side only on the supporters (server) side to stretch the screen or something. Also this is TEMP when you are disconnected the resolution will be used that has been chosen in the global settings of the master server.

- Chat (this will open a chat session between you (server) and the selected client side so you can chat before you take control)

- Change password (you can change the password on the specific chosen client so that he or she doesn’t have the global default password. This is NOT temp!!! When you change the password there is no way that the password will read the default password that has been setup in the global settings of the master server)

- Spy (you can watch the selected workstation / client without letting them know or changing the color of the icon in the systray which means you can watch someone as a spy and no one will know.)

Settings:

The following settings are global settings used on every client, but if you manually change the password on a chosen workstation for example then the global settings have no effect.

- Admin Password (this is the password that you must enter when you open the application as a “server” lets say supporter before you can help someone)

- Resolution (this is the default resolution)

- Color (the default color for every sessions like 256 bit, black or white etc)

- Client password (default password for every client. The password will not work if it has been changed from the right click menu on the active workstation that you see in the list)

- Spy function (enable or disable)

- Reset all password for all workstations (this will reset all the password that have been changed manually on some workstations so if you choose this option the client password of every workstation have been reset.) When you choose reset all password, it must give you a option to enter the new password and then click on save. When you save all the clients have been reset to your chosen password.)

- Show operators (you can see how many operators you have and see their name and pcname and ip address etc example: “John Doe 192.168.1.8 john.doe.pc1” “Mark Walburg 192.168.1.9 mark.walburg.pc2”
When you see the operators list it must also show if they are offline online or connected to a client. Red = offline green = online blue = connected to client … if they are connected to client also show to which client.

When you connect to a client it must show on the client computer:

x.x.x.x want to take control over your machine do you accept?

They can choose yes or no.

x.x.x.x = operator name of the server (the supporter who want to take control over the machine)

When someone is connected it must show in the right corner of the screen something like press esc to disconnect the operator.

If another operator try to connect to the same client where another operator is connected to it must show like:

x.x.x.1 (is the provider who is currently connected to the same client) is already connected. Do you want x.x.x.2 (the new provider who want to take over the connection) take control over your pc and disconnect x.x.x.1

Now operator x.x.x.1 must agree so he will see when selected yes:

Do you want provider x.x.x.2 take over control from “pcname of the cleint” and you will be disconnected?

Yes or no.

Master:

This is the server demon that runs on the server side like windows 2003 or windows 2008 or any other windows related server machine. It is just a server that save all the configurations and settings and will send the info to the server side so that the server can read all the information. By server I mean the supporters who use the server side of the application.

In short of explanation the Master server is doing nothing, but is used to “save” all the data and give the details to the “server”.  


